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Before we begin...

* This presentation assumes you can reverse
x86 code

* You might learn something even if you can't,
so don't leave

» If I go to fast, yell at me
 Find a mistake, I drink
- THERE WILL BE A QUIZ!

« If you answer wrong, you drink
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Agenda

 Intro / History of x64

* The x64 Platform

* Microsoft x64 ABI

* SysV x64 ABI

* Tools for reversing x64
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X64 reversing challenges

* If you're used to reversing 32 bit x86
code, x64 can be confusing at first

* Easy parts

* Instructions are mostly the same as you're used to
 There are a few more registers

* Hard parts

e Calling convention is totally different
 Debugging optimized code can be tricky
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Name soup!

e AMD « BSD - amdé64
c x86-64  Linux kernel - x86_64
- AMD64 « GCC - amdé64

* Intel « Debian/Ubuntu - amd64
 IA-32e « Fedora/SuSE - x86_64
* EM64T * Solaris - amd64
* Intel 64

 Oracle/Microsoft

Note: IA-64 is Itanium, NOT
e X64 x86-x64!
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History of x64

e 1999 - AMD announces x86-64

e 2000 - AMD releases specs

« 2001 - First x86-64 Linux kernel available
« 2003 - First AMD64 Operton released

« 2004 - Intel announces IA-32e/EM64T, releases first x64 Xeon
processor

« 2005 - x64 versions of Windows XP and Server 2003 released

« 2009 - Mac OS 10.6 (Snow Leopard) includes x64 kernel

« 2009 - Windows Server 2008 R2 only available in x64 version

« 2010 - 50% of Windows 7 installs running the x64 version

e 2011 - 40% of Steam users in April 2011 HW survey use Win7 x64
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The x64 Platform
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What is x647?

Extension to 32 bit x86 - x64 “long mode”

* Can address up to 64 bits (16EB) of virtual memory*
 Can address up to 52 bits (4PB) of physical memory**

64 bit general purpose registers - RAX, RBX, ...

« 8 new GP registers (R8-R15)
« 8 new 128 bit XMM registers (xMM8-XMM15)

New 64 bit instructions: , , , etc

Ability to reference data relative to instruction pointer (rip)

* Limited by processor implementation, most only support 48 bits now...

** Intel currently supports 40 bits of physical memory

SummerCon 2011 Intro to x64 Reversing - Jon Larimer



Long mode

64 bit flat (linear) addressing

« Segment base is always 0 except for FsS and Gs

« Stack (ss), Code (cs), Data (ps) always in the same
segment

Default address size is 64 bits

Default operand size is 32 bits

« 64 bit operands (RAX, RBX, ...) are specified with "REX prefix”
in the opcode encoding

64 bit instruction pointer (RIP)

¢ 64 bit stack pointer (RSP)
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Canonical addresses

Bit 63 Bit O
. . OXFFFFFFFFFFFFFFFF
e Current implementations only
support 48 bit linear addresses Canonical High Part
- Canonical form means most OxFEFES00000000000
significant bit of address is extended
to bit 63
« Bits 0-47 are the address, bits 48-63 are the
same as bit 47
« Windows uses high addresses for
kernel, low addresses for user mode 0x00007FEFFFFFFEFEE
. !\Ion—canonlcal address access results Canonical Low Part
in #GP
0x0000000000000000

48 bit canonical address ranges
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X64 registers

« 32 bit registers extended to 64 bits

* eax — rax
e ebx — rbx

* esp - rsp

* 8 additional 64 bit registers
e r8, r9, r1l0, ... rl5

« 8 additional 128 bit XMM (SSE) registers

e xmm8, xmm9, ... xmml5

* Used for vector and floating point arithmetic
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Intel/AMD AVX

« AVX is Advanced Vector eXtension
« Adds 8 256 bit registers
 ymmO-ymm?7
« Low 128 bits of AVX registers overlap with XMM (SSE) registers

e xmmO-xmm7

« Also a few new instructions

« First CPUs with AVX were the Intel Sandy Bridge processors
released Q1 2011

256 128 0

YMMO

XMMO
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x64 Registers

63 31 0 63 31
RAX EAX RIP EIP
RBX EBX RFLAGS EFLAGS
RCX ECX
RDX EDX
RBP EBP NOTE: Top half of RFLAGS is
RSI ESI reserved, always 0
RDI EDI
RSP ESP
RS8
R9
R10
R11
R12
R13
R14
R15 = new in x64
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Register operation

N

X64 mode

63 31 15 7 0
RAX
zero-extended EAX
not modified AX
not modified AL
63 31 15 7 0
R8
zero-extended R8D
not modified R8W
not modified R8B/RSL

SummerCon 2011
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POP QUIZ #1!

How many
How many
How many
How many

How many

SummerCon 2011

DItS IS RO9D?
DItS IS RSP?

DItS IS R12W?
DItS IS R10B?

DIts is R167
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POP QUIZ #1!

How many
How many
How many
How many

How many

SummerCon 2011

Dits is R9D? 32

DItS IS RSP?

DItS IS R12W?
DItS IS R10B?

DIts is R167
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POP QUIZ #1!

e How many Dbits is R9D? 32
« How many Dbits is RSP? 64

« How many Dbits is R12wW?

* HOow many Dbits is R10B?

« How many Dbits is R167
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POP QUIZ #1!

e How many Dbits is R9D? 32
« How many Dbits is RSP? 64

« How many bits is R12w? 16

* HOow many Dbits is R10B?

« How many Dbits is R167
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POP QUIZ #1!

e How many Dbits is R9D? 32
« How many Dbits is RSP? 64

« How many bits is R12w? 16

* HOw many Dbits is R10B? 8

* HOow many bits is R167?

SummerCon 2011 Intro to x64 Reversing - Jon Larimer
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POP QUIZ #1!

« HOow many
« HOow many
« HOow many
« How many

« How many

SummerCon 2011

Dits is R9D? 32

Dits is RSP? 64

Dits is R12wW? 16

Dits is R10B? 8

nits is R167 Not a register...
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POP QUIZ #2!

« What's in RAX after each instruction?
MOV RAX, 1111111111111111h

INC AL
INC AX

INC EAX
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POP QUIZ #2!

« What's in RaX after each instruction?

MOV RAX, 1111111111111111h
RAX = 0x1111111111111111

INC AL

INC AX

INC EAX

SummerCon 2011 Intro to x64 Reversing - Jon Larimer
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POP QUIZ #2!

« What's in RaX after each instruction?

MOV RAX, 1111111111111111h
RAX = 0x1111111111111111
INC AL
RAX = 0x1111111111111112
INC AX

INC EAX

SummerCon 2011 Intro to x64 Reversing - Jon Larimer
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POP QUIZ #2!

« What's in RaX after each instruction?

MOV RAX, 1111111111111111h

RAX = 0x1111111111111111
INC AL

RAX = 0x1111111111111112
INC AX

RAX = 0x1111111111111113
INC EAX
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POP QUIZ #2!

« What's in RaX after each instruction?

MOV RAX, 1111111111111111h

RAX = 0x1111111111111111
INC AL

RAX = 0x1111111111111112
INC AX

RAX = 0x1111111111111113
INC EAX

RAX = 0x0000000011111114
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64 bit instructions

. Convert doubleword to quadword (sign-extend EAX
into RAX)

. Compare gword at RSI with gword at RDI

. Compare RDX:RAX with m128

. Load gword at address RSI into RAX

. Move gword from address RSI to RDI

. zero-extend doubleword to quadword

. Store RAX at address RDI

. Fast system call, replacement for

. Fast system call, replacement for
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RIP-relative addressing

« Instruction-pointer-relative operands only used
for jJumps/branches in x86

« Can't access EIP register explicitly in instructions

« Can be used for data access in x64 now:
e mov rax, qword ptr [rip+0x1000]
» Faster loading of position-independent code

« Windows: Fewer base relocations in PE files
e Linux: No GOT pointer setup in function prologue
 No pre-linking and no performance hit for ASLR on x64
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RIP-relative addressing

IDA has “Explicit RIP addressing” mode in analysis options so you can see
when rip-relative addresses are used:

aoopeRel4e001000 ; int  stdcall WinMain(HINSTANCE hInstan
22e0000140001080 WinMain proc near

SSE06 148668 1506

2000000140001000 arg 8= gqword ptr B8

2200000140001000 arg 3= gqword ptr 16h

20000081400010008 arg_18= gqword ptr 18h

2000000140001000 arg 183= dword ptr 26h

ceceoeolipoalend ; int _ stdcall WinMain(HINSTANCE hInstam
2000000140001080 WinMain proc near

apaaaaa 146001000

2000000140001000 arg 8= gqword ptr B

2000000140001080 arg 8= qword ptr 18h

2000000140001000 arg 18= gqword ptr 18h

2000000140001000 arg_138= dword ptr 28h

Baaaa00 14666 1066 SSHS008 140606 1 e0e

200a660140001088 mov [rspt+arg_18], rod BO0RHEE1400601608 mov [rsptarg_18], rod
2000000140001005 mov [rsptarg_18], r8 2200000140001005 mov [rsptarg_18], r8
Be0aa6014000160A mov [rsptarg_B8], rdx |o0006814000108A mov [rsptarg_B], rdx
200000014000100F mov [rsptarg @], rcx 220000014000100F mov [rsptarg @], rcx
2e0a660146001614 sub rsp, 28h eppeepalieaaleld sub rsp, 28h
aegaenaliaaalalsd xor rod, rod 3 uType aooeae1488681818 xor rod, rod 3 uType
2000000140001018 lea rg, Caption 3 "Hit™ |00naaa1400081818 lea rg, [rip+ ] ; "Hi!™
2000000140001022 lea rdx, Text 3 "Hello there!™ epooopalio0a1022 lea rdx, [rip+ ] ;3 "Hello there!™
eaea000146001029 xor BCK, BCX 3 hkind GO0 140861029 xor BCH, BCX 3 hkdnd
PAARAAE14PAE162B call  cs:MessageBoxA 0000000140001028 call  qword ptr [rip+5197h]
eaeapea 148881831 xor eax, eax Se0e0001406081831 wor eax, eax
2e00000140001033 add rsp, 28h 2200000140001033 add rsp, 28h

Boeanaa 1468816837 retn apapapal148881837 retn

2000000140001037 WinMain endp eeppaaa140001837 WinMain endp

epaaaaa 140801837

SummerCon 2011

apapapalipaalasy
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Application Binary Interface

* The ABI describes how to call functions

* Passing parameters
* Return value

* Stack frame

* EXceptions

* "Calling convention”

* There are two widely used x64 ABIs:

* Microsoft's x64 ABI (Windows)
 SysV x64 ABI (Linux, BSD, Mac)

SummerCon 2011 Intro to x64 Reversing - Jon Larimer
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Microsoft x64 ABI
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Microsoft x64 ABI

* There's only one calling convention (no
cdecl/stdcall/fastcall)

* Calling convention modeled after fastcall
* First 4 parameters passed in registers, rest on stack

e Return in RAX or XMMO0

* Some registers are considered volatile
across function calls, some are not

* A function needs to save non-volatile registers if it
uses them
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MS x64 ABI: Parameters & Return

» First four parameters passed in registers

« RCX, RDX, R8, R9 for integers
e XMMO, XMM1, XMM2, XMM3 for floats

- For variable arguments (varargs), floating point values are stored in the
floating point and integer registers!

« 1:1 correspondence between parameters and registers

- i.e., Parameter 2 is always RDX or XMM1
- Any parameter > 8 bytes passed by reference (no splitting)

« Additional parameters on stack

« Return value in RAX or XMMO
« XMMO used for floats, doubles, and 128 bit types (__ m128)

SummerCon 2011 Intro to x64 Reversing - Jon Larimer
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MS x64 ABI: struct parameters

« If a struct can be packed into 8 bytes,
it's passed in a register
 Or on the stack if it's the 5th+ argument

* All structs over 8 bytes are passed by
reference

* Caller allocates space and copies the
struct before passing to the callee

 This is to avoid problems with the callee modifying
the caller's copy
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MS x64 ABI: Parameters

Calling a function:

RAX o nc(ch RDX R8 RO Do . ) :
xmmo T8 XMMO  XMM1 AXMM2  XMM3 y [xsp+20nh] , [rsp+28h], . . . ),

Yellow = integers

Inside called function: Green = floats
Cyan = both

mov [rsp+8h], ecx Usually only see first
mov [rsp+10h], edx four parameters stored
mov [rsp+18h], r8 in home space in debug
mov [rsp+20h], r9 code

sub rsp, 28h
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MS x64 ABI: Params example

printf ( , 1, 2.0, -4, 60, 5.5);

text:opooeepl4aaelees ; int _ cdecl main(int argc, const char **argwv, const char **enwp)
text:0068228146801680 main proc near ; CODE XREF:  tmainCRTStartupt+l3alp
text:0060001400010006 3 DATA XREF: .pdata:ExceptionDirjo
text : 8080060140661 6066
Lfext:poeaaa0ldaaalend var 18
LText : Beepeeal40801088 var_18
Ltext:poeeaaall0001008 arg @
Jext:eoepe00140001088 arg 8
text : 8888806148661 6066

dword ptr -18h
gword ptr -18h
dword ptr B8

gword ptr 18h

text : 0060868146881680 MoV [Frsptarg 8], rdx

text: BREGG881186618085 MoV [rsptarg_@], ecx

text: BEOGE001406618089 sub rsp, 38h

.text:0000000146881680 movsd  xmm@, cs:five point five

text:BEEG680148681815 movsd  [rsp+3Bht+var_18], xmm@ ; 6th param is float 5.5, stored on the stack
text: 0E00600146661618 MoV [rsp+38h+var 18], 3Ch ; Sth param is the integer 68, stored on the stack
.text : poEEB0140601023 MmO rod, @FFFFFFFCh ; 4th param is the integer -4, stored in r9d

text: BEO66001466816829 movsd  xmm2, cs:two_point oh ; 3rd param is the float -2.8, stored both in xmm2 AND r8
Lfext :poaeaaaliaa0la31 moWQ ré, xmm2

Ltext : G080 140001036 MmO edx, 1 3 2nd param is the integer 1, stored in edx

.text : pABRH6 1100681036 lea rcx, format str ; "%i ¥F i ¥i Efh\rin™

ctext:00000001468016042 call prinmtf

TText : 0000008148661 684 7 xor eax, eax

text :poaaeaaliaa0lads add rsp, 3Bh

LText :peeao0014668601840 retn

text:Bpe6880140681840 main endp
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MS x64 ABI: struct param

example

h
. HI

i
it m

[ I
Bl M
[ ]

[}
. it
==

i
ot

=

n
it

Mo
Mo
lea

In this example, the structure is

passed by

reference, but a new

copy is created on the stack for the
called function

frsh+?8h+§h.a],_3
[rsp+78h+ab.b], 5
[rsp+78h+new_ab] ; get offset to area on stack for a copy

rax,

¥

lea rcx, [rspt78h+ab]
Mo rdi, rax £
Mo rsi, rcx E
printf( Mo ecx, 1@h E
rep movsb H
return les rex, y

SummerCon 2011

call

¥

func E
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3 set local variable ab.a to 3
: set local variable ab.b to 5

of local variable ab

: load ecx with address of local wvariable ab

put stack address of ab copy in edi (destination)
put stack address of ab in esi (source)

set ecx (count) to 16, the size of the struct
perform copy operation to move 16 bytes

; from edi to esi
[rsp+78h+new_ab] ; load ecx (first parameter) with address

of copy of ab struct
call function with single parameter in ecx
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POP QUIZ #3

* What registers are used for the first four
integer parameters of a function?

* True/False: If a structure has two 64 bit
values, it can be passed to a function split
across two registers (i.e., r8 and r9)
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POP QUIZ #3

* What registers are used for the first four
integer parameters of a function?

ECX, EDX, R8, R9

* True/False: If a structure has two 64 bit
values, it can be passed to a function split
across two registers (i.e., r8 and r9)
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POP QUIZ #3

* What registers are used for the first four
integer parameters of a function?

ECX, EDX, R8, R9

* True/False: If a structure has two 64 bit
values, it can be passed to a function split
across two registers (i.e., r8 and r9)

* FALSE!
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MS x64 ABI: Volatile registers

» Some registers are volatile and can be
destroyed by functions
« RAX, RCX, RDX, R8, R9, R10, R11

* You can't rely on them being the same after calling a
function (the compiler might be able to...)

» Some registers are non-volatile and must be
saved by functions that use them

 RBX, RBP, RDI, RSI, R12, R13, R14, R15
* You can rely on them being the same after calling a function

* A function that needs these registers must save them to the
stack and pop them off before returning
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MS x64 ABI: The stack

Function prologue needs to allocate stack space for saved
registers, local variables, arguments to callees

Parameters are always at bottom of stack, right above return
address

« There's always space for 4 parameters, even if they're not used (home space)

Stack is always 16 byte aligned

« This means address ends in zero hex

« Except within prologue

« Unless the function doesn't call any other functions

All memory beyond RSP is volatile (could be used by the OS or
a debugger)

No frame pointer (i.e., no mov rbp, esp in prologue) unless
stack is dynamically allocated (alloca)
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MS x64 ABI: Stack home space

» Caller's prologue allocates stack space for arguments
to callees

 For non-leaf functions, space for four arguments is
always allocated (4 * 8 bytes = 32 = 0x20)

e sub esp, 0x20

« Keep in mind that after this instruction, stack needs to be
aligned on 16 byte boundary (end in O hex)

- So you'll usually see sub esp, 0x28 instead

« In debug code, the callee usually puts the register
parameters there in the prologue

« In optimized, code, all bets are off, callee can do
whatever it wants

SummerCon 2011 Intro to x64 Reversing - Jon Larimer 42



MS x64 ABI: Stack diagram

13FDB1838 ; int

__stdecall WinMain(HINSTANCE hInstance, HINSTAMCE hPrevInstance, LPSTR lpCmdline, int nShowCmd)

13FDB18238 WinMain proc near ; CODE XREF: _ tmainCRTStartup+l4Flp

13FDB1asa
13FDB1asa
13FDB1088 lpText
13FDB1888 hInsta
13FDBE1888 hPrewI
13FDB1838 lpCmdL

; DATA XREF: .pdata:@eeae0813FD0Ceeac)o

gword ptr -18h
gword ptr B

gword ptr 18h
gword ptr 18h

nce
nstance
ine

13FDB1838 nShowCmd dword ptr 28h
13FDB1asa
13FDB1e3a6 Mo [rsptnShowCmd], r3d
13FDE1085 Mo [rsp+lpCmdLine], r8 ; sawve caller's parameter registers even
13FDB1085 ; though it's not totally necessary here,
13FDB1085 ; but it can help with debugging...
13FDE1BBA Mo [rsp+hPrevInstance], rdx
13FDB1AOSF mow [rspthInstance], rcx
1008 return addr (rsp)
1010 rex (rsp+08) hInstance
1018 rdx (rsp+10) hPrevInstance
1020 r8 (rsp+18) lpCmdLine
1028 r9 (rsp+20) nShowCmd

SummerCon 2011
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A3FDE1a88
13FDB1B56
A13FDBE1885
A13FDBE1885
A3FDBE1885
13FDBE1B8A
A13FDBE1BSF
13FDB1894
A13FDE1&894
13FDBE189E8
A3FDBE1EIE
13FDE1aAd
A3FDBE18AS
13FDB1BAE
A3FDBE1BE3
A13FDBE18E3

Mo
Mo

Mo
Mo
sub

Mo
Mo
M
M
call
Mo

[rsp+nShowCmd], ro9d
[rsp+lpCmdLine], r8 ; save caller's parameter registers even
;3 though it's not totally necessary here,

;3 but it can help with debugging...

[rspthPrevInstance], rdx
[rsp+thInstance], rcx

save @x38 bytes on stack for callee args,
local var, and alignment

rsp, 38h

rod,
rad,
edx,
BCX,
get_string

= oka

e e wE e e s

4th argument in r9
3rd argument in r8

second argument in edx
first argument in ecx

[rsp+38h+1lpText], rax ; return value from get string is in rax,

;3 save it as local variable lpText

OFDO 2%%%%%%%?/ (rsp) home space
OFDS8 2%%%%%%%?/ (rsp+08) home space
OFEO %ggéﬁéég%/ (rsp+10) home space
OFES8 ¢§%2§§§§7 (rsp+18) home space
OFFO /4%§%%%£7/ (rsp+20) l1lpCmdLine
OFFS8 /%///V (rsp+28) 2?7

1000 /%///V (rsp+30) 2722

1008 [return addr| (rsp+38) (return to _tmainCRT..
1010 rcx (rsp+40) hInstance
1018 rdx (rsp+48) hPrevInstance
1020 r8 (rsp+50) lpCmdLine
1028 r9 (rsp+58) nShowCmd




MS x64 ABI: Stack diagram

13FDE1008
13FDE1606
13FDE1ee8
13FDE1008
13FDB16686
13FDE1008
13FDE1666
13FDB1688
13FDE1008
13FDB1686
13FDE1ee8
13FDE1666
13FDB16686
13FDE1008
13FDE1685
13FDE168A
13FDE1@BE
13FDB1@12

3 int _ cdecl get string(int arg a, int arg b, int arg c, int arg d)
proc near

get string

var_38
var_3e
var_28
var_ 18
arg_a
arg b
arg c
arg d

SummerCon 2011

= dword
= dword
= dword
= gqword
= dword
= dword
= dword
= dword

Mo
Mo
Mo
mov
sub

Intro to x64 Reversing - Jon Larimer

ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr

[Frsptarg d],
[rsptarg c],
[Frsp+arg b],
[rsptarg a],
rsp,

-38h
-38h
-28h
-18h
&
18h
18h
28h

58h

rad
rad
edx
BCX

; CODE XREF: WinMain+2Elp
DATA XREF:

.pdata:ExceptionDir)o
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MS x64 ABI: Stack diagram

OFD8 |return addr (rsp) home space
OFEO ecx (rsp+08) arg_a

OFDS8 edx (rsp+10) arg b

OFEO r8 (rsp+18) arg c

OFES8 r9 (rsp+20) arg d

OFFO /%%géégg?/ (rsp+28) lpCmdLine
OFFS 2%67/ (rsp+30) 222

1000 3?57/ (rsp+38) 22?

1008 | return addr (rsp+40) (return to _tmainCRT..)
1010 rex (rsp+48) hInstance
1018 rdx (rsp+50) hPrevInstance
1020 r8 (rsp+58) 1l1lpCmdLine
1028 r9 (rsp+60) nShowCmd

SummerCon 2011
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MS x64 ABI: Stack Example #2

« Optimized code
« Note that the winMain parameters are not saved in their home

space

« Also note that 0x28 bytes of stack space are still reserved for the
parameters to MessageBoxA

text:ooppppalipealesd ; int | stdcall WinMain(HINSTANCE hInstance, HINSTANCE hPrevInstance, LPSTR lpCmdLine,

.text:0000000140001008 WinMain

text : epaaasa118861 086
text : epaaasa118861 086
Ltext :epaaasaliaaal pad
Ltext :eaaea8014086010606
LStext :eaaaa80lda881812
LStext eaaea801408601815
LStext eaaea8alda881a17
LStext :epaaasalisaalally
LStext :eaaaa80l4080181F
LStext eaaaa8014086016823

.text:00000001408001023 WinMain

SummerCon 2011

proc near
sub rsp, 28h

lea r8, Caption
lea rdx, Text
Xor rod, rod

Xor eCxX, ecx
call cs:MessageBc
Xor eax, eax
add rsp, 28h
retn

endp

¥

¥

e s fme lme

; CODE XREF: _ tmainCRTStartup+14Flp
; DATA XREF: .pdata:ExceptionDirlo

IFHi ! m
"Hello there!™

uType
hkind

Intro to x64 Reversing - Jon Larimer
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System V x64 ABI
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System V x64 ABI

* Used by Linux, BSD, Mac, others
* Totally different than MS x64 ABI
« Also totally different than GCC's x86 Linux ABI
* Calling convention uses many registers:

* 6 registers for integer arguments

* 8 registers for float/double arguments

 Some registers considered volatile and
can change across function calls, others
must be saved by the callee
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SysV ABI: Parameters

* First available register for the parameter type is used
* 6 registers for integer parameters

e RDI, RSI, RDX, RCX, R8, R9

8 registers for float/double/vector parameters

e XMMO-XMM7

No overlap, so you could have 14 parameters stored
INn registers

struct params can be split between registers

Everything else is on the stack
« RAX holds number of vector registers (xMMx)
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SysV ABI: Parameter sequence

« Examples!

e int funcl (int a, float b, int c)
e rax funcl(rdi, xmmO, rsi)

e float func2(float a, int b, float c¢)

e xmm0 func2 (xmmO, rdi, xmml)

e float func3(float a, int b, int c¢)

e xmm0 func3(xmmO, rdi, rsi)

* Notice anything interesting about funcl
and func3?
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SysV ABI: Parameter example #1

printf (

LTdext

: 00B00000004084F4 ; int
dext:
text:
text:
dext:
text:
text:
text:
text:
text:
text:
dext:
text:
text:
text:
text:
text:
dext:
dext:
text:
dext:
text:
text:
text:
dext:

gpapoaopoaspaar4

2e000000004004F4 main

egabaaabaalpadr4

epapopepeRARa4r4 var 16
epabopapeBARa4rd var 4

epepoaopoalpadr4
egepaaapaaspear4
epapapapepAaa1rs
egapapapaadaadrs
egapapapepsBaarC
egapapapaalaa4rF
epapepaaeBABa5a3
epepepaReRARa5as
epapaaapaaspas1e
epepepapan4aa518
8Bepapaaea48a851E
epapapaReBAa523
egapapaaaaaaas28
epabaaapaalpas2D
egapaaapaadpas3e
epapapapeRaRas35
epepaaepea1Ras3A
egapapaRaaAaa538

2ea60000004208536 main

SummerCon 2011

public main
proc near

push
Mmov
sub
Mo
Mo
Mo
movsd
movsd
Mmov
Mo
Mo
Mo
Mo
Mo
call
leave
retn
endp

rbp

gword ptr -1@h
dword ptr -4

rbp, rsp
18h

rsp,

réd,

BCH,
edx,
esi,
rdi,
eax,

[ B T S S R i |

= 4

_printf

4

1,

__cdecl main{int argc, char **argv)

2, 3.0,

3 sawve rbp
; make rbp stack frame pointer

;3 clear space for saving 2 wvolatile registers
[rbp+var 4], edi ; save 1lst parameter on the stack

[rbp+var 18], rsi ; save 2nd parameter on the stack

eax, offset format ; "%i ¥i ¥f ¥i Ff Fi\n"™

xmml, cs:fTive point coh ; put 6th argument (5.8) in xmml

xmm@, cs:three pﬂlnt oh ; put 4th argument (3.8) in xmm@

put
put
put
put
put
eax

7th argument
5th argument
3rd argument
2nd argument
1st argument
holds number

Intro to x64 Reversing - Jon Larimer

4, 5.0, 6);

(6) in rad

(4) in ecx

(2) in edx

(1) in esi

(format string) in rdi
of S5E registers used (2)
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SysV ABI:. Parameter example #2

RDI: e XMMO: s.d [RSP+0]: 1d
typedef struct {
int a, b; RSI: f XMM1: m [RSP+16]: j
double d;
} structparm; RDX: s.a,s.b YMM2: y [RSP+24]: k
structparm s; RCX: g XMM3: n
] . ] R8: h
int e, £, g, h, 1, j, k;
long double 1d; RO: i
double m, n;
__m256 y;

extern void func (int e, int £, structparm s,
int g, int h, long double 1d, double m,
_ m256 y, double n, int i, int j, int k);

func (e, £, s, g, h, 1d, m, y, n, 1, j, k);
(This example is from the SysV x64 ABI specs)
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SysV ABI: The stack

 Nothing new here, except changes due to 64 bit
platform

« Aligned on 16 byte boundaries
e GCC still uses RBP as a frame pointer by default
 No required home space like MS's ABI

« Sometimes parameters are saved on the stack
e It's in local variables and not behind the return address

« Functions can use stack space up to RSpP+256
« Beyond that is the
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» ma

Edit
> OO

Tools for x64 Reversing: IDA

Users\user\reversing'

Jlump  Search

P

]
3

1D/ :
. text: 0006000 13F6F 1060
. text:ee0000813F6F 10608

.text: 0000000 13F6F 10608
. text : 0000000 13F 6F 1008
.text:808800013F6F 1068
. text:800008813F6F 10684
. text:000008013FcF 1008
.text: 0008080 13F6F1012
. text: pe0008013F6F 1015
. text: pe0000013F6F 1017
. text:eo000808013F6F1010
. text:000008013F6F101F
.text:p00008013F6F1023
.text: 0008080 13F6F1023
. text: pe0000013F6F 1023
.text:o00008013F6F 1024
. text:800008813F6F11BD
.text: 80000080 13F6F11BD
. text:ea0008813F6F11CE
. text: pe0008013F6F11D2

\testdd.

Debugger

Ef

Options

WinMain proc near

sub rsp, 28h

lea r8, Caption

lea rdx, Text
xor rad, rod
xor ecx, ecx
call €s:

xor eax, eax
add rsp, 28h

retn
WinMain endp

; [@e088199 BYTES:
algn_13F6F11BD:
align 2@h

; [@PEeE@12 BYTES:
algn_ 13F6F11D2:

WinMain+B

Enums

A Structures

Ltext:000000013F6F1008 ; int _ stdcall WinMain(HINSTAMCE hInstance, HINSTANCE hPrevInstance, LPSTR lpCmdiLine, int nShowCmd)

3 CODE XREF: _ tmainCRTStartuptlaFlp
; DATA XREF: .pdata:ExceptionDirj}o

5 "Hil™

3 "Hello there!™
3 uType

3 huind

COLLAPSED FUNCTION _ tmainCRTStartup. PRESS KEYPAD "+" TO EXPAND]
; DATA XREF: .pdata:0@8e80013F6FCeaClo

COLLAPSED FUNCTION start. PRESS KEYPAD "+" TO EXPAND]
; DATA XREF: .pdata:9@8e80e13F6FC@L3)o

Peepena 13FeFDFFe
@aeaa7FEFCF 30008
eaeea7FEFCF30010
88887 FEFCF30020
Baeaa7FEFCF30030
Baepa7FEFCF30848
@aepa7FEFCF 30858
ea8ea7FEFCF30060
Baeea7FEFCF30870
Baeea7FEFCF 30080
BaeRa7FEFCF380096
@aepa7FEFCF300A8

B8
40
B3
88
ae
BE
69
74

L]

55
a3
8a
8
aa
Ba
72
28
2E
E4
7E

5]
a8
aa
8
aa
B4
6F
72
aD
BB
BA

a8
a8
a6a
8
aa
@9

an

a8
a8
a8
8
aa
o
72

aA
ce
ce

5]

48
8
aa
21
61

24
E4
ED

@8 88 08 00 B0 08 2 B2931E5
@8 @@ FF FF @8 @8 eatpanaa00000000
66 @0 o8 00 B0 00 eaoea0a08a15F308
66 @0 o 00 B0 B0 2a80600000000000
B0 06 FO 00 88 88 ............ = \a0ea00 1 3FaFaeae
@l 4C CD 21 54 63 cleeyo-I4+.L-1Th BaeRaRa13FEF1178
20 63 61 6E 6E 6F is program canno BepaE0000015FER0 GO000B000000008
6E 20 44 4F 53 28 t be run in DOS coeoooo00alSFE08 eo0o000000000000
B0 80 00 00 60 B8 mode....$....... BoeeoeaBaalsFEle eecoenoaee880600
18 €@ E4 BB 18 €@ &+~05+.4+5+.45+.+ B80000000015FE18 ©OORODERR0000000
83 CB E7 BB 18 €8 S+.+n| . +F+a+t+.+ BREAE0ABA15FE20 GAB0000080000000

T+o+E+. +F+E+s+.+

Beeaa8a00a15F828

easpa0aa00a00000

ral registers

1k
Bl FAX BB0020080020931E6
REX @@aooo0ao0000080
RCX 880080013 F 6Foa0e
RDX @@gaaopaopaaaase
RSI @eao000000000000
RDI 280680013 F 6FOa00
REP @@gaaapaaaaaaass

RSP @agaa0000e15F7D8

RIP 680000013 F6F1688
R3 aeopeaeel3Fer6240
RS @eaaoppapaaa0a8s
R10 eeppagpaaaeoaa00
R11 aeaaaoeaaaa08822
R12 6860000000000080
R13 aepaaaaaaaanaa0e
R14 @aaaaapanaaa0a8e
R15 @eaaaopanaaa0000
EFL aogaa282

£

-

rFrrreres

b

FEr s

test64.exe:hInstance

test64.exe:hInstance

.rdata:Caption

Stack[@eene3se] : eope00000015F 308

teste4.exe:hInstance

_ tmainCRTStartup+154

OF 8
DF @
IF1
TF @
SFe
IF 8
AF 8
PF @

- [ICF@




Tools for x64 Reversing: Windbg

;g Ch\Users\user\reversing'c\testtd. exe - WinDbg:6.12.0002.633 AMDG4
File Edit View Debug Window Help

| = | sl A= B E (I EEEEOREODE|[E] A

Disassembly /=] Registers
Offset: @¢=copeip | Previous ||| Next | customize...

00000000° 76=8£950 4c8bdl nowv rll, rocx

000o0000° 76=8£953 LE27000000 naw =ax. 27h Reg Value
00000000° 76=8£958 005 sy=call 0

00000000 76=8£95a o3 ret ras

0ooooooo” 76e8£95b 0Df1£440000 nop dword ptr [raz+rax] TioHE ]

ntdll | ZwReplyWaitReceivePortE=: rd= Tfeff052a500
00000000° 76=8£960 4cBbdl nov rll, rox by 0

gooooooo” 7es8f963 bB2B000000 o =ax. 28h

00000000 76=8£968 0£05 syscall rsp 17£718
00000000 76e8f96a o3 ret rbp 1]

0ooooo0o” 7e=8f96b DE£1£440000 nop dword ptr [raz+rax]
ntdll | ZwTerminateProcess: R
00000000° 7628970 4c8hdl now rl0, rox rdi u
000oooo0” 76=8£973 bLB25000000 nov =ax. 2% ri 17£548
00000000 76e8£978 0f05 =y=call ra ]

rei loe=3ail

00000000 768£97h O£1£440000 nop dword ptr [rax+raz] rl0 u

ntdll |NtSetEventBoostPricrity: rll 286
00000000° 76=8£980 4c8bdl now rll rox r12 ]
00000000° 76=8£983 BE25000000 o sax, 2Ah 13 1ee3a38
n0000000° 76eB£988 O£05 sy=call r cEaa
00000000 76éeff98a =3 ret rld loe3al3l

0ooooooo” 7e=8£98b 0£1£440000 nop dword ptr [raz+trax] r15 i}

ntdll |HtEeadFileScatter: .

00000000 76=28£390 4e8bdl nav r10, rox rip  76=8f37a v
0o000000° 7628£993 bE2b000O0ON now e=x. 2Eh
00000000 768£998 0£05 syscall Calls -2k
00000000° 76=8£9% o3 ret

0ooooooo” 76=8£99 0Df1£440000 dword ptr [raz+rax]
v+ AT I HEFiman Theas ATAl o e -

Rawargs Funcinfo Source Addrs Headings MNonvolatile regs Frame nums Sourceargs  More Lest

ntdll |HtTerminateProcess+0=a
Memary ntdll!Rt1EzitUserProcess+0z%
o . — . image00000001_3ffc0000+40x1576
Virtual: @4=copeip | Previous | Display format: | Byte image00000001_ 3ff=0000+0x1189

- kernel3? | BaseThreadInitThunk+0=d
ESESESES ;Ezgggg? ot gg R N ntdll!Et1U=serThreadStart+0xld

00000000° 76=8£9a4 0f
00000000 76=8£909 44
00000000° 76=8f %= dl
00000000 76=8£923 oo
00000000 76=8£9£8 1f
00000000 76=8fald ib
00000000° 7esdfal oo
00000000 76=8£a37 0f

00000000 7eelfadc iz
NONANNNN® 7E=0F =61 nn

Command

00000000° 76e8e910 cc
0:001> g Ox" 76=8e915
ntdll INtTermninateProcess+0xa:
00000000 76=8£97a o3

[0:000> |

Ln0, ColQ Sys(:i<local> Proc000:bd4c  Thrd 000:32c




Tools for x64 Reversing: Visual
DuxDebugger

<} Visual DuxDebugger - [PID: 2196 - TID: Dubac - testfd.exe - ntdll.dll+NtContinue]

«f File

Debug Window Help

Modules

gdi32.dll
imm32.dll
kernel32.dll
kernelbasze.dll
Ipk.dil
msctf.dll
msvert.dll
ntdll.dll

A testbd.exe

user32.dll
uspl0.dil

Address

00000000076 e8fabd
0:40000000076efaba
0x0000000076e8fabb
0:40000000076e8fac
040000000076 e8fac3
040000000076 e8fach
040000000076 e8faca
0:0000000076e8fach
0:40000000076e&fad0
00000000076 e8fad3
0:40000000076 eBfads
0x0000000076e8fada
040000000076 eBfadb
040000000076 e8fael
040000000076 e8fae3
040000000076 e8fack
040000000076 e8faca
0:40000000076eBfack
00000000076 e5faf0

040000000076 e8faf2

00000000076 e5faf8

0:40000000076eBfafa

00000000076 e8fafb
0:40000000076e8fb00
0:40000000076e8fb03
0:0000000076e8fb08
00000000076 e8fb0a

MachineCode

0f05

c3

0f1f4400 00

4¢ Bbdl

b& 32000000
0f05

3

Of1f4400 00

4¢ Bhdl

b& 3f000000
0f0s

3

0f1f4400 00

4¢ 8bdl

b8 40000000
0f05

c3

0f1f4400 00

4¢ 8bdl

b8 41000000
0f05

c3

0f1f4400 00

4¢ Bbdl

b& 42000000
0f05

3

Mnemao...

SYSCALL
RET

NOP
MOV
MOV
SYSCALL
RET

NOP
MOV
MOV
SYSCALL
RET

NOP
MOV
MOV
SYSCALL
RET

NOP
MOV
MOV
SYSCALL
RET

NOP
MOV
MOV
SYSCALL
RET

Operands

DWORD [RAX+ RAX+0x0]
R10, RCX
EAX, 0x3e

DWORD [RAK+RAK+0x0]
R10, RCX
EAX, On3f

DWORD [RAX+ RAX+0x0]
R10, RCX
EAX, (540

DWORD [RAX+RAX+0:0]
R10, RCX
EAK, Ol

DWORD [RAX+ RAX+0x0]
R10, RCX
EAX, 0542

Basic-Registers

Memaory

Address - | |

Modules | Threads | Contrals

Memory | Callstack

Events

Reg
RAX
RCE
RDXE
REX
RSP
REF
RSI
RDI
Ra

Ra

Value

0=0000000000000000
0=000000000022£760
0=0000000000000001
0=000000000022f760
0=000000000022£708
0=0000000000000000
0=0000000000000000
0=0000000000000000
0=000000000022f698
0=0000000000000000
0=0000000000000000
O=0000000000000202
0=0000000000000000
0=0000000000000000
0=0000000000000000
0=0000000000000000
0=0000000076eEfasl
0=0000000000000033
0=000000000000002b
0=0000000000000020
0=0000000000000053
0=0000000000000020
0=0000000000000020

cooooooooookHEoDoDoooo

Basic-Registers | Advanced-Registers

Properties




Tools for x64 Reversing: edb

edb - /home/fjon/rev/crazyargs [29433]

File View Debug Plugins Options Help

@ & w 1B

DOOOCDO0 : 00400563 push rbp Registers
0OBE0000; 0040056k mov rbp, rsp
0OOR0CR0: 0R4005Ee sub rsp, 48 General Purpose
0OO00000: 00400572 mov dword ptr [rbp-36], edi ! D000E000R0000L2c
0EECO000: 00400575 mov gword ptr [rbp-48], rsi © 000EEC0000000000
QORRECo0: 00400579 0l @0 oo mov gword ptr [rbp-32], Gx0l2c ¢ 000G000000000258
0oRO0000: 00400581 |48 00 00 Q. mov rax, Ox4079000000000000 © 0000000000032
£OeEeE0E: 0040058k | 48 mov gword ptr [rbp-24], rax . 00E07fffShb3bT71E0
0OODEO00: 0040058T | 48 mov rax, qword ptr [rbp-32] . pEOE7fffSb3b7130 ASCII "H.
0OBEO000: 00400593 | f2 movsd xmml, xmmword ptr [ rbp-24] . DOOEOO00O0000L 2C
0EREO000: 00400598 | f2 0l 00 00 | movsd xmmB, xmmword ptr [ rip+344] .
QOREO000: 004005a0 | 41 [ec] mov r8d, Ox02bc ROL: 00000000000000c8
RE : 0OOO000OOCO00Zbc
0OO00000: 00400586 b9 mov ecx, 0Ox0258
HOOEEOE0: 004005ab |ba mov edx, 50 RS9 : 00007f4875d0dccO
0000000 0040050 | 48 mov rsi, rax R10: 00007fffSb3befa0
0EO00E00: 004005b3 |bf mov edi, Oxc8 Rll: 00BO7f4879985e00
-’00000000:0040051:-8 ed call OxONOEEEOC004004T4
00000000: 0040050kd | f2 movsd xmmword ptr [rbp-8]., xmm@
0O00C000: 0040052 | bE mov eax, Ox004006e9
[EEERE00: 0040057 | f2 movsd xmm@, xmmword ptr [ rbp-8]
0OO000O0: 004005cE |48 mov rdi, rax Address Comment
0O000C00: 004005cT bE mov eax, 1
DEROO000: 004005d4 | e8 call Ox0ODOOOQOOO04003f0
0OO0C000: 004005d9 bE mov eax, 0O
0O000C00: 004005de |c9 leave
DOEOO000: 004005dT |3 ret
0ORO0000: 0040050 | 48 mov gword ptr [rsp-40], rbp
0EBCO000: 004005e5 | 4c 89 64 24 e mov gword ptr [rsp-32], rl2
DOOCO000: 004005ea |48 8d 2d 33 08 20 00 lea rbp, [rip+0x00200833]
0EEEO000: 0040051 |4c 8d 25 2c 08 20 00 lea r1z, [rip+0x0020082c]

ARRRRARGAR: ARARREFS A- 890 &~ 24 of mow_rmunrd nte [ ecn. 241 =132

9x00000000004084T4 = 0000000B0D4004T4

Bookmarks

Data Dump ® Stack
0O607TT:5b3b7130 | 6B0G7TT15b3b7248
00007 ! 5 | 00000001 0040850 3
(+] | 00007F4879F20000-00007F4879F22000 | 0000TFFF: 0000000000001 2¢
DDO07f48: 79f212:5(00 00 G0 0O 00 0O 00 00 db 0. FiyH. .. 0ooOTFFF: 4079000000000000
poo07f48: 79f21278 |50 G 60 0O DO 0O 00 0G0 78 .‘ BYH. L. 0oOOTFFF: 50|60007Fff5h3b7240
pO007f48: 79f21365 |00 G0 60 60 00 00 G0 060 e8 2 ayH. .. pooOTFF:S 58 | 6600006600006008
00007f48: 79f21315 |00 G0 60 60 00 00 G0 60 58 LBYH. .. DOEOTFFF: releleteleeteTeleleletolelel]
00007f48: 79f21326 |00 G0 60 60 0O 00 G0 60 50 . DEEOTFFF: 0000714879989 Ff |§. .yH. .. |return to 000074879989 ff
po007f48: 79f213368 |0 Ge 60 60 0O 00 G0 00 &0 .‘ 3" DEEOTFFF: £000000000000000
00007fff:5b3b 00007 ffSb30b7248

paused




Other reversing tools for x64

* Dynamic instrumentation
* PIN
* DynamoRIO
* Virtual machines
+ BOCHS
« QEMU

* That thing @msuiche is working on
* vdb/vtrace



How to get better at reversing

 Take a binary, any binary, but smaller is
probably easier

e Reverse it all

« Name every function, parameter, and variable
« Comment almost every line of assembly
* Do this without running it, unless you absolutely have to

* You'll be a pro in no time!

* Also, read the Rolf Rolles interview in HITB
005
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x64 References!

e X64 architecture

e Intel Architecture Software Development Manuals:

« AMD Architecture Programmer's Manuals:

« MS x64 ABI

« x64 Software Conventions:

« X64 Deep Dive:

. SysV x64 ABI

« System V Application Binary Interface:

SummerCon 2011 Intro to x64 Reversing - Jon Larimer
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http://www.intel.com/products/processor/manuals/
http://developer.amd.com/documentation/guides/pages/default.aspx
http://msdn.microsoft.com/en-us/library/7kcdt6fy(VS.80).aspx
http://www.codemachine.com/article_x64deepdive.html
http://www.x86-64.org/documentation/abi.pdf

Questions?

* Contact info:

* E-mail: jlarimer@gmail.com

 Twitter: @shydemeanor
* Reddit: rOswell
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